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Design and implementation of IPv6 network log collection platform in data
center

WU Yuping , XING Liren, QIN Xujie

Informationization Office, Harbin Engineering University, Harbin 150001, China

Abstract: This paper mainly explicates the construction of an IPv6 network log collection platform in order to

effectively carry out IPv6 management, operation and maintenance in the IPv6 construction project of university data

centers. Through the research and design of the IPv6 network log collection platform, the big data technology is used for

data processing and analysis, and a visualized monitoring system that supports IPv6 network management, operation and

maintenance is constructed, which could improve the efficiency of IPv6 management, operation and maintenance of

university data centers.

Keywords: IPv6; data center; log collection; log analysis; network operation and maintenance; network security; big

data; visual monitoring
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# r4 config

H =19 Flume 2H 4 Fid &

al.sources.r4.type = syslogudp
al.sources.r4.channels = c4
al.sources.r4.host = 0.0.0.0
al.sources.r4.port = 600
al.sources.r4.keepFields = true
# ¢4 config
al.channels.c4.type = memory
al.channels.c4.capacity = 10000
al.channels.c4.transactionCapacity = 1 000
# k4 config
al.sinks.k4.type = FlumeHDFSPathSink
al.sinks.k4.path = hdfs://xXX.XXX.XXX.XXX:XXXX/U-
ser/hdfs/firewall #4100 9010/
al.sinks.k4.rollTimeType = minute
al.sinks.k4.rollTimePeriod = 10
al.sinks.k4.batchSize = 100
al.sinks.k4.isCompress = 0
al.sinks.k4.channel = c4
@ K4 DNSv6 H & 1 Flume 2H {4 fic &
#1r8 DNSv6 H &
al.sources.r8.type = syslogudp
al.sources.r8.channels = c8
al.sources.r8.host = 0.0.0.0

al.sources.r8.port = 621

# c8 config

al.channels.c8.type = memory

al.channels.c8.capacity = 10000

al.channels.c8.transactionCapacity = 1000

# k8 config

al.sinks.k8.type = FlumeHDFSPathSink

al.sinks.k8.path =hdfs:// XXX .XXX.XXX.XXX:XXXX/U-
ser/hdfs/DNSV6/

al.sinks.k8.rollTimeType = minute

al.sinks.k8.rollTimePeriod = 5

al.sinks.k8.batchSize = 100

al.sinks.k8.isCompress = 0

al.sinks.k8.channel = c8
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<190>Nov 11 02:29:18 2021 SrcZoneName(1025)=cernet_ipv6;DstZoneName(1035)=Trust;Type(1067)=ACL6;RulelD(1078)=6111;Protocol(1001)=TCP;Application(1002)=http; «

SrclPv6Addr(1036)=2409:8947:5e5b:2b6:5834:5163:6bb1:369a;SrcPort(1004)=48484; «

DstIPv6Addr(1037)=2001:da8:b807:0:202:118:176:28;DstPort(1008)=80;MatchCount(1069)=1;Event(1048)=Deny; «
<190>Nov 11 00:53:54 2021 SrcZoneName(1025)=cernet_ipv6;DstZoneName(1035)=Trust;Type(1067)=ACL6;RulelD(1078)=6105;Protocol(1001)=UDP;Application(1002)=dns; «

SrclPv6Addr(1036)=240e:4a:4300:2::4;SrcPort(1004)=9712; »

DstlPv6Addr(1037)=2001:da8:b807:0:218:7:43:4;DstPort(1008)=53;MatchCount(1069)=1;Event(1048)=Permit; «
<190>Nov 11 04:39:27 2021 SrcZoneName(1025)=cernet_ipv6;DstZoneName(1035)=Trust;Type(1067)=ACL6;RulelD(1078)=6105;Protocol(1001)=UDP;Application(1002)=dns; «

SrclPv6Addr(1036)=2409:803c:2001:8003::2;SrcPort(1004)=38040; ~

DstIPv6Addr(1037)=2001:da8:b807:0:218:7:43:4;DstPort(1008)=53;MatchCount(1069)=1;Event(1048)=Permit; «
<190>Nov 11 05:02:17 2021 SrcZoneName(1025)=cernet_ipv6;DstZoneName(1035)=Trust;Type(1067)=ACL6;RulelD(1078)=6105;Protocol(1001)=UDP;Application(1002)=dns; «

SrclPv6Addr(1036)=2620:171:fc:f0::240;SrcPort(1004)=8209; «

DstIPv6Addr(1037)=2001:da8:b807:0:218:7:43:4;DstPort(1008)=53;MatchCount(1069)=1;Event(1048)=Permit; «
<190>Nov 11 06:07:22 2021 SrcZoneName(1025)=cernet_ipv6;DstZoneName(1035)=Trust;Type(1067)=ACL6;RulelD(1078)=6108;Protocol(1001)=TCP;Application(1002)=http; «

SrclPv6Addr(1036)=2409:8978:35:788:2:1:3327:ba91;SrcPort(1004)=56646; «

DstIPv6Addr(1037)=2001:da8:b807:0:202:118:176:8;DstPort(1008)=80;MatchCount(1069)=1;Event(1048)=Permit; »
<190>Nov 11 06:12:22 2021 SrcZoneName(1025)=cernet_ipv6;DstZoneName(1035)=Trust;Type(1067)=ACL6;RulelD(1078)=6108;Protocol(1001)=TCP:Application(1002)=http; «

SrclPv6Addr(1036)=2409:8978:35:788:2:1:3327:ba91;SrcPort(1004)=56646; «

DstIPv6Addr(1037)=2001:da8:b807:0:202:118:176:8:DstPort(1008)=80;MatchCount(1069)=2;Event(1048)=Permit; -
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Hive /& Hadoop MU %4l & T B, #4511k
) B H SC A W G oy — 5K 25080 1 2%, ] HDFS
WAL S JZ , Map Reduce 1E N AT IR JZ, I #2141t

2022-04-14
WAFOHW12c807 59205 111.7.106.100

2022-04-14
WAFOHW12C807 592535

2001:da8:b807:c1da:9481:0a2d:62ed:e8e3 1967

i 2 A I T RE

B R AT 5 2o RO IR LR H A A B
T BRI e & 42 8 i3 Hive #E A SR O 4, LA
& Spark SQL MR 2K, Wil 7 FiR o

7008 218.7.43.8 80

2001:da8:b807:0:202:118:176:28 80

WAFOHW12c807 39253314 111.7.106.100 12182 2187.43.8 80
WaFOHW12c807 29553414 2409:891b:218:6d2:ed5ch793:6T19:0ade 60248 2001:daB:b807:0:202:118:17628 80
WAFOHW12c807 30350414 10.42.97.54 42392 2187.43.28 80
WAFOHW12c807 39250414 2409:891a:21ce48:cdb:adc2:da3f2dd9 39862 2001:daB:b807:0:202:118:176:28 80
WAFOHW12c807 3020414 121.227.152.92 65132 202.118.176.33 80
WAFOHW12C807 3040 ™4 2001:da8:b807:c281:d483:e3¢9:56c:b0d 55578 2001:daB:b807:0:202:118:17628 80
WAFOHW12c807 39253414 111.7.106.100 11943 2187.43.8 80
WAFOHW12c807 2030414 10.40.122.56 49681 2187.43.28 80
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® IPV6 WAFLOG3(IPV6 WA... [EHRES BEEs 16.86MiB 3595% ZeHE 202143522H 17:52 m ¥ m >
o IPV6_WAFLOGT(IPV6_WA... FEEES BEEs 94.75MiB 11947% Z2HE 202135221 17:51 LI A 7
® IPV6 WAFLOG2(IPV6 WA... FEEMES EEEs 93.35MiB 340228F%  waA® 20214E38220 17:29 MY m >
@ IPV6 DNSFXDL(IPV6 DNS... FEEBES BEiEs 127.43GiB 19.52i7% REEEEs 2021425268 1504 P A T
® PANABIT(PANABIT) FRER S B 7.25GiB 2575 METREE 2021428258 17:07 ™M @ om o
@ IPV6_ DNS(IPV6 DNS) s EEEs 1.54GiB 111125 REREAs 2021428230 22:14 MY W >
® IPV6 FHQ(PV6 FHQ) RS AEEs 29.45MiB 90.6475% wef® 202142520 10:45 ™M ¥ W oo

El8 HEMTRIR

162 HHEE i, RIS ST | FIHAE LR, At
1) 7 TP S8 ] ) 2 4 (TR AN 10 P

R L SEI A R B J e (e g 1wy O3 KB
o K EDE AL B w454, 8 53 98 4 Spark SQL X

sl 55 AT S BT, N 9 B b B e ATV, 0 i 2 SR 45 A
2) WAF IPv6 Jit 12t 1 1§ BH 411 7% 1f) B E Hive H, WA 11 iR, AR 1 A&
A LASEREEE )T s WAF FRTERG IPve B0l 1155 AORE BB

M= ZFR(protocol) RIFZFR(Application) JEIPHELE(SrclPv6Addr) JRiHOS(SrcPort) BAYIPHhE(DstIPv6Addr)

uDP syslog 2001:250:7801:a0::ac12:202 39799 2001:da8:b807:0:202:118:177:170
uDP syslog 2001:250:7801:a0::ac12:202 39799 2001:da8&:b807:0:202:118:177:170
uDP syslog 2001:250:7801:a0::ac12:204 54240 2001:da8:b807:0:202:118:177:170
UDP syslog 2001:250:7801:a0::ac12:204 54240 2001:da8:b807:0:202:118:177:170
UDP syslog 2001:250:7801:a0::ac12:202 39799 2001:da8:b807:0:202:118:177:170
upp syslog 2001:250:7801:a0::ac12:204 54240 2001:da8:b807:0:202:118:177:170
UDP syslog 2001:250:7801:a0::ac12:204 54240 2001:da8:b807:0:202:118:177:170
uDP syslog 2001:250:7801:a0::ac12:204 54240 2001:da8:b807:0:202:118:177:170
UDP syslog 2001:250:7801:a0::ac12:202 39799 2001:da8:b807:0:202:118:177:170
ubDP syslog 2001:250:7801:a0::ac12:204 54240 2001:da8:b807:0:202:118:177:170

E9 B A IPv6 SR E T D) A E 1)

2022-04-01 00:05:57 2001:da8:b807:d90e:502d:21e5:f6f2:65b 41188 2001:da8:b807:0:202:118:176:28 80
2022-04-01 00:05:57 2001:da8:bB07:d90e:502d:21e5:f6f2:65b 41218 2001:da8:b807:0:202:118:176:28 80
2022-04-01 00:05:57 2001:da8:b807:d90e:502d:21e5:f612:65b 41184 2001:da8:b807:0:202:118:176:28 80
2022-03-31 23:43:11 2001:250:7801:10:f144:b3ed:2b59:59d2 54737 2001:da8:b807:0:202:118:176:28 80
2022-03-31 2318:27 2001:da8:bB07:d90e:502d:21e5:f6f2:65b 38322 2001:da8:b807:0:202:118:176:28 80
2022-03-31 23:18:27 2001:da8:b807.d90e:502d:2 1e5:f6f2:65b 38326 2001:da8:b807.0:202:118:176:28 80
2022-03-31 23:18:27 2001:da8:b807:d90e:502d:21e5:f6f2:65b 38326 2001:da8:b807:0:202:118:176:28 80
2022-03-31 23:18:27 2007:dag:b807:d90e:502d:21e5:f6f2:65b 38322 2001:da8:b807:0:202:118:176:28 80

E10 WAF IPv6 R ETFI0)AREEif
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190 2022-04-1409:40:10 M9006-IRF %%10 FILTER
190 2022-04-14 09:55:10 M9006-IRF %%10 FILTER
190 2022-04-141007:43 M9006-IRF %%10 FILTER
190 20220414 09:17:44 M9006-IRF %%10 FILTER
190 2022-04-141000:10 M9006-IRF %%10 FILTER
190 2022-04-141002:44 M9006-IRF %%10 FILTER
190 2022-04-14 09:22:44 M9006-IRF %%10 FILTER
190 2022-04-14 09:52:44 M9006-IRF %%10 FILTER
190 2022-04-14 09:25:10 M9006-IRF %%10 FILTER
190 2022-04-14 09:32:44 M9006-IRF %%10 FILTER

FILTER ZONE IPV6 EXECUTION  -Chassis=1-Slot=5.1 cemet ipv6 Trust
FILTER ZONE IPV6 EXECUTION cemnet ipv6 Trust
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